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Knowledge graph based ubiquitous power
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Abstract: With the construction of the ubiquitous power IoT, the power network transform to interconnection, the
data become more interactive and shared, and the business transform to lateral link-up, which pose new challenges to
the original network security protection system. Network security visualization technology helps network security
personnel quickly identify potential attacks, locate abnormal events, discover new types of attacks, and quickly cap-
ture global network security situation by displaying and analyzing the graph patterns. Based on the knowledge graph,
the ubiquitous power IoT security analysis was carried out. The internal and external threat intelligence was modeled
firstly. Then the relationship between the conceptual entities was constructed. The threat intelligence as knowledge
graph was modeled, and then the abstract and complex alarm information which was invisible was converted into a
more intuitive and convenient style, which provided accurate support for ubiquitous network security protection deci-
sions in the power IoT.
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SampleData ::= (S,¢))

S ::= (sample,callback),
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hostPrivilege (Attacker, DestName, 2):-

host (SourceName, [Paddress, Mask),

host (DestName, [Paddress, Mask),

hostService (DestName, ServiceName, Service-

Version, Protocal, Port, Privilege),
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Privilege >=0,
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Exploit (Attacker, SourceName, DestName, VullD)

% Bk BN U, 5 U 3L
SourceName #| H [ 41 DestName [FIHER A,
WIR A 4 AN FTER A HIWENL DestName A7
TEHF 28 IR 55 ServiceName; H [ =41 DestName |

AAAERE 2 A VulID; Y5 EHL SourceName F1H [1]
F M1 DestName 7] LLid I 13X Protocol S i I-1 Port
¥ WA AEIR ML SourceName _F H A7 2 AL
P AttaPri. 2 J5 A e R AEFIH 1 exploit.

BT B A S AR, JE A B
B2 uehi e, il 6 k.

Bk B2l n Tl J5 079, BRI 1A
TR R R kA, (R H R AR )
A2 I AL R R R, A AR R
FIKVEMWT: RN, SR B Re % 1 B At s
PRI 0 TR 1 3 B B R g v, A
EOTEINE S . Bl 7 B AR

2019280-5



«137 - BiERE 2019 £ 11 8

HP:mal:2

Mal:use:3039: Mal:use:2370: Mal:use:2450: Mal:use:6534: Mal:use:0133:
eXPID iploy exploit- exploit- exploit-
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webserver:use:
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ftpserver_2

HP:
ftpserver_2:2

6 WK

Host T ST HBGEER, WK 8 s, HH 4 4%
HasDest A AK{E%‘FE Eiﬂ@b‘i FTPSQI’VCI‘_] B‘EMH‘JI&%E%%O
HasLocal{

HasService HasRemoteP

I ' N

Remote Priyilege Service Local Privilege
\ES‘% Escalation

UseVul HasVul UseVul

Vulnerability

K7 BohEARE
B b ks P AR A T LA a5 1 S R 8 Hui#id
o AT DU A AT AT RN & AL TR Bt BRI 9 P, AAdE PrE T

172, A R I P AE EHLT s 2] FTPserver 1 ML 5531 FTPserver 1 ML &2 0] R AL 8 42

2019280-6



m B ER LT

+ 138«

@ HAS_RPE @ HAS_DEST @

Ko miEnutligkis

[l 4 Fp 7 RSB AR #AT Host, HAE
S, DR AR [ M (s At
ITEIF, BAFRSEE RS AT RS, Tk
BOEVEAI R TSR R, B 22

4 LHRE

AL )R R A TR BE M A R
Bl Bl AL T R BEAL BRI, AR R
Be AL BATYE . R IR AT R
KA s W] LA £ e E HL P AN PR AR £ R Rk
FIARER T FEP DY RSO XT 3 A 4 22 ATy
e, R BTG Y T P9 A B PG H AR BN
GrHT, AMUBEA ROt B IR H I h A A, IR
%ﬁﬁﬂ%%ﬂmZ@%%ﬁ,ﬁﬁéﬁﬁﬁﬁ

RS M7 Jm i i, R RENE B AR, Az AR
TN A T ST P 4 2 A BRI 1R IR Uk

B2 3R

[1] A, WS 08 BRI BOR B 734 0], 4 224
FeARE N, 2018(3): 67-115.
XIU J. The analysis of big data technology application in net-
work security[J]. Network Security Technology & Application,
2018(3):67-115.
[2] v, HeRE, MG, . R T HLES 2 T 0 4 B
ST RGN AE BB G M 4224, 2019, 38(4): 37-41.
SI D R, HUA C, YANG H G, et al. An intelligent analysis sys-
tem for security threats based on machine learning[J]. Infor-
mation Technology and Network Security, 2019, 38(4): 37-41.
[3] VEM, B, WRER. JET BRI 4% 24 0 i 5k ot S
NN DR EHLR S, 2003(10): 1865-1869.
WANG Y, JIANG F, CHEN G L. A network security analysis
method research and application based on graph theory[J].
Journal of Chinese Computer Systems, 2003(10): 1865-1869.
[4] GeApk, D2, Whisw, &% FIIREGHTITLRE S AL BT 40
BN, AN S R R, 2018, 55(12): 2587-2599.
HOU M W, WEI L, LU L, et al. Research review of knowledge

graph and its application in medical domain[J]. Journal of
Computer Research and Development, 2018, 55(12): 2587-2599.
[51 X, 247, BUk, 55 SREE R EBOREHRT]. T AL
75 R, 2016, 53(3): 582-600.
LIU Q, LI Y, DUAN H, et al. Knowledge graph construction
techniques[J]. Journal of Computer Research and Development,
2016, 53(3): 582-600.
[6] ke, WESE, EH, & — P ) 2 55U S R ) A
WIPE]. NS KR, 2015, 52(S1): 1-8.
TANG N, SHEN D R, KOU Y, et al. A query-by-example
method for multiple knowledge graphs[J]. Journal of Computer
Research and Development, 2015, 52(S1): 1-8.
(71 ERZA, SE, RIQE, A BT ok R A K 19 2% 22 4 VAl
WFFE[]. A5 2440, 2007(3): 29-34.
WANG Y J, XIAN M, LIU J, et al. Study of network security
evaluation based on attack graph model [J]. Journal on Com-
munications, 2007(3): 29-34.
[8] W=, Weh, PG, & R ok g e R
JRE). LR, 2010, 33(10): 1987-1996.
YEY, XU X S, JIAY, et al. An attack graph-based probabilistic
computing approach of network security[J]. Chinese Journal of
Computers 2010, 33(10): 1987-1996.
[9] i, 3w, BRRE, 5B T Bk E W 224 gl iR A
GENTIREEL. THEERLEAAR, 2012, 35(9): 1938-1950.
WU D, LIAN Y F, CHEN K, et al. A security threats identifica-
tion and analysis method based on attack graph [J]. Chinese
Journal of Computers, 2012, 35(9): 1938-1950.
[10] Wi, XEU, FRER, & 5T X I i 0 46 2 4 g T
FLER[T). M%%%Eﬁfﬁﬁﬁ&, 2018, 4(9): 1-16.
HU H, LIU Y L, ZHANG Y C, et al. Survey of attack graph
based network security metric[J]. Chinese Journal of Network
and Information Security, 2018, 4(9): 1-16.
RVE, B, WA, SRR AR B 0 B A7 5 4R
BT, WL (T4, 2017, 51(9): 1745-1759.
YU Y, XIA C H, HU X Y. Defense scheme generation method

[11

—

using mixed path attack graph[J]. Journal of Zhejiang Universi-
ty (Engineering Science), 2017, 51(9): 1745-1759.

[12] BN, v BN, 2k, 4. JE Tz e B 41
SRR RDITE]. B, 2019, 36(6): 83-89.
YINS G, XUYG, LI ZQ, et al. Research on full scene network
security protection system based on ubiquitous power internet
of things[J]. Distribution & Utilization, 2019, 36(6): 83-89.

[13] E#F, mRG, K BT LR R 55 2 B s itk

2019280-7



*+ 139 - MIERIE 2019 &% 11 8

LU R RS REHI). HUE R, 2017, 33(2): 163-172. KB (1983- O, 5, A, JbRUR A
WANG J ,GAO K L, ZHANG B. Research and design in dual JRAG R AEARATIR A v 2 TR, %

WHTT R ) IR R R AP 2 Bk
FRZAe. D gs.

network scheme of power corporation based on network isola-
tion and secure data exchange[J]. Telecommunications Science,

2017, 33(2): 163-172.

HEHE T

gk (1987- O, 5, fd, dEaUs e
JRAG B RAEBARARA T R I G, T
WFFCT o AR Ed 22 4 i N g4
VARG

FiF (1985- ) , U, ik, JbntR R R
FRZAETARA IR R/ ST, 2
FUIT W KR A hr . N TR e
L aniRE .

2019280-8



	16-19280-Y�.pdf

